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Did you know /A James Moore

Certified Public Accountants and Consultants

provides these services?

 Tourist Development Tax (TDT) Audits and Consulting
e Assurance

e CAFR & Audit Preparation

 Peace of Mind Services

e Revenue Enhancement Services

e Technology Solutions

e Retirement Plan Advisory Services

e QOperational Excellence

e Transition Planning

e Business Advisory
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Cybersecurity Update: Remote Access and

Safe Computing
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Presented by:

Curtis McCallister, MCSE, CCA J“ JameS MOOI’e

Certified Public Accountants and Consultants

Manager of Technology Solutions



Curtis McCallister, MCSE, CCA
Manager

As the Manager of Technology Solutions for James Moore & Co., Curtis applies
principles of process improvement to provide consulting, project planning and
implementation, and service delivery. He is continually evaluating emerging
technologies with the goal of bringing innovative and cost-effective services to clients.

Curtis’ 30-plus years of experience with information technology began in the military,
where he was responsible for maintaining and supporting his battalion’s supply chain
computer systems. This foundation of experience allowed him to develop his current
service philosophy: when approaching any objective, building and executing each step
as a team will ensure success. With a strong sense of loyalty and dedication, Curtis
brings this philosophy of team service to the Technology Solutions Consulting
department of James Moore.



Webinar FAQ

e How to ask questions

e Technology questions
- 888.387.6851

» CPE Eligibility




“Life... finds a way.”

-Dr. lan Malcom (fictional)
Jurassic Park, 1993




Poll Question #1

Who locks thelr doors?
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What is Cyber Security?




What I1s Cyber Security (Definition)?

e Merriam-Webster

o cy-ber-se-cu-ri-ty
e Measures taken to protect a computer or computer system (as

on the internet) against unauthorized access or attack
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Cyber Security

e AcCcess
o lheft

o Viewing
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Cyber Security

e Attack = Manipulation

o Delete
o Change
o Add
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Poll Question #2

Who is still working from home?

ttttttttttttttttttttttttttttttttttttttt



FPTOOT ﬁmm1 TR 1.0 401 1 001 0110 1010

i iagPhine Digmu) ()|

Current Trends and Events

1001 01001 0110 1010

1 014 110 1010

ttttttttttttttttttttttttttttttttttttttt



Current Trends

e Strong Mobile Workforce

o Teams and Zoom meetings are the new norm
o Remote access to corporate systems
o Less user oversight

o Fewer protections at the workstation (remote workers)
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Current Trends

e Soclal Engineering
o Phishing
o Vishing
o  Smishing

o Corporate hackers
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Colonial Pipeline — May 2021

e Data theft

e Ransomware

e Russian states not targeted
 Fuel shortages

e Airlines impacted

e “Goal was not in creating problems for society”
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Oldsmar Water — February 2021

 Chemical balance changed by a remote hacker
e Unauthorized access through a remote access tool

 Witnessed by the staff
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Solar Winds — Early 2020

e MASSIVE
e Long game
e Software update to compromise systems

e Several months without detection
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Poll Question #3

Who I1s aware of all three of these attacks?
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How do you protect your organization

4.
3.
2.
1.

Zero trust
User awareness
Security monitoring

Backups
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Zero Trust - Never Trust, Always Verity

 People
 Devices

e Network
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Zero Trust - People

* Principal of least privilege
e Multl-factor authentication
e Continuous authentication

e Monitoring
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Poll Question #4

Who Is using MFA?
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Zero Trust - Devices

 Encryption
e Consistent polices

e Validation
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Zero Trust - Network

e Protect resources

e Perimeter-less
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Poll Question #5

Who Is currently practicing Zero Trust?
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User Awareness

e Phishing/smishing/vishing
* Policies and procedures
e Understanding the WHY
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Security Monitoring

o Application
e Firewall

e Network
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e Multi-layered
e Air gapped
e Monitored

e Tested
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Summary

 NO easy answer
e Recurring themes
 Healthy paranoia

e Bad actors will “find a way...”

ttttttttttttttttttttttttttttttttttttttt



Call to Action

 Challenge your IT

e Accept inconvenience
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Curtis McCallister, MCSE, CCA

Manager of Technology Solutions
Curtis.McCallister@jmcoit.com

https://www.linkedin.com/in/
curtismccallister/

(® technology.jmco.com € hitps://www.facebook.com/JamesMooreCPASs/

J“ James Moore in https://www.linkedin.com/company/james-moore-

Certified Public Accountants and Consultants Cer“fled'pu bIlC'aCCOU ntantS-and-COnSU |tantS




2021 Government Summer CPE Series: Remaining Sessions

e May 26 Accounting and Auditing: Common Issues (A&A)
e June?2 Weathering the Workforce Storm

e June?9 GASB 84 & 87 Deep Dive (A&A)

e June 16 Beyond Excel

e June 23 Excel: Beginner

e June 30/July 7 —No Webinars — Happy 4th of July!—

e July 14 Single Audit & ARPA Update (A&A)

CPE Request/Evaluation Link: https://bit.ly/2S2E2R]
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https://attendee.gotowebinar.com/register/3057456378449185805
https://attendee.gotowebinar.com/register/2580990711134186767
https://attendee.gotowebinar.com/register/8393721659092955919
https://attendee.gotowebinar.com/register/8727673027262592527
https://attendee.gotowebinar.com/register/5979636128171400463
https://attendee.gotowebinar.com/register/7141885889428339983
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